NudopmanuoHHas NaMATKA AJIs1 00y4ar0IMXCH

C KaXXIbIM TOIO0OM MOJIOACKHN B HWHTCPHCTC CTAHOBUTHCA 6OJII>HIG, a
IMKOJbHHUKKW OJHHU HN3 CaMBIX AaKTHBHBIX MOJb30BaTEICH PYHCTa. MC}KI[y TCM,
IIOMHUMO OTPOMHOI'0 KOJHYCCTBA BO3MO}KHOCT€ﬁ, HHTCPHCT HCCCT U HpO6HCMI)I.
OTa namsaTKa JOJIDKHa IIOMOYb Tebe Oe301acHo HaXOAUTHCA C CCTU.

Komnwviomepnuie éupycot

KoMmbroTepHslii BUPYC - 3TO Pa3HOBHUJIHOCTH KOMIIBIOTEPHBIX MPOTpamM,
OTJIMYUTENBHOU OCOOEHHOCTBIO KOTOPOU SIBJIIETCS CIIOCOOHOCTh K Pa3MHOKEHUIO.
B nononHeHue K 3TOMy, BUPYChl MOTYT IMOBPEIUTH WM MOJHOCTBIO YHUYTOXHUTh
BCce (pailibl M JaHHBIE, MOJKOHTPOJBHBIE MOJB30BATENI0, OT UMEHH KOTOPOIrO
Obla 3amylleHa 3apak€HHas IporpaMma, a TaKXKe TMOBPEIUTh WM Jlaxe
YHUUTOXKUTh ONEPALMOHHYI0 CUCTEMY cO Bcemu (¢aimamu B u1einom. B
OOJILIIMHCTBE CIIy4aeB PacupOCTPaHSIIOTCS BUPYChl UEPE3 UHTEPHET.

I

MeToabl 3alIUTHI OT BPEAOHOCHBIX IPOrPaMM:

1. Mcnionp3yit coBpeMEHHbIE ONEPAIIOHHBIE CUCTEMBI, UMEIOLUE CEPbE3HBIN
YPOBEHbB 3aIUTHI OT BPEJOHOCHBIX IIPOTrpaMM;
2.IlocTossHHO ycTaHaBiMBad W  HauTh (UUGPOBBIE  3aIUIaTKH, KOTOpPBIE
aBTOMATUYECKU YCTaHABJIMBAIOTCS C IIEJIbIO JOPAOOTKU HPOrpaMMbl) U Jpyrue
OOHOBJIEHUSI CBO€l omepaunoHHOW cuctembl. CkaumBallh UX TOJNBKO C
opummansHoro cairta pazpadorunka OC. Eciu  cyliectByeT  pekuM
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;
3.PabGotaii Ha cBoeM KOMIIBIOTEpPE TIOJ TMpaBaMH TIOJb30BATENsA, a HE
aIMUHUCTpAaTOpa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX MpPOrpamMm
WHCTAJNIMPOBATHCS HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;

4 Vicnonb3yi AHTUBUPYCHbIE pOrpaMMHbIE MPOTYKTHI U3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBJICHHEM 0as3;

5.0rpannyb pU3NYECKUil 10CTYI K KOMIBIOTEPY AJI1 MOCTOPOHHUX JIMII;

6. Ucnonp3yil BHEITHUE HOCUTENH MH(GOPMAIINH, TaKKE KakK (uIelka, TUCK WU
daiin u3 uHTEpPHETA, TOJIBKO U3 MPO(YEPEHHBIX HCTOYHUKOB;

7.He oTkpsiBaii KoMIbIOTEpHBIE (haiiiibl, TOTYYCHHBIC U3 HEHAIEKHBIX
HUCTOYHUKOB. Jlaxke Te ¢aitipl, KOTOpbIE MPUCIAN TBOU 3HAKOMBIN. Jlyurie yrounu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Cemu WI-FI

Wi-Fi- 370 He By nepeayn JaHHBLX, HE TEXHOJIOTHS, a BCErO JIUIIL OpeH I,
mapka. Eme B 1991 rony HuzaepiaHjckash KOMIIAHUSI 3aperucTpuUpoBajia OpeH[I
«WECA», uro o6o3naugasio cioBocouetanue «Wireless Fidelity», koropsrii
NEPEBOIUTCS KaK «OECIPOBOIHAS TOUHOCTDY.

Jlo Haiero BpeMeHu JoluIa Ipyras abopeBuarypa, KoTopas sSBisieTcsl TaKoi
ke TexHosorued. Oto abOpeBuarypa «Wi-Fi». Takoe Ha3BaHue OBLIO AaHO C



HAMEKOM Ha CTaHJApT BBHICIIMKA 3BYyKOBOM TexHMKH Hi-Fi, uto B mepeBoxe
03HA4aeT «BBICOKASI TOUHOCTHY.

Jla, OecIiaTHBIM MHTEPHET-IOCTYI B Kade, OTCIIIX U adpoIopTax SBISICTCS
OTJIMYHOM BO3MOXXHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE DKCIIEPThI CUHMTAFOT,
yto obmienoctynusie Wi- Fi ceTu He SBISIOTCS 0€30I1aCHBIMHU.

CogeThbl 110 0e30MacCHOCTH padoTe B 001eR0CcTYNHBIX ceTsix Wi- Fi

1. He nepenasaii cBoro tmuHyr0 uHpopMaIuio yepes odmenocrynasie Wi-Fi
cetu. PaboTas B HUX, )KeJIaTeIbHO HE BBOJUTD MMAPOJIH JOCTYIIA, JJOTUHBI U
KaKue-TO HOMEDA;

2. Mcrionb3yil 1 OOHOBIISII aHTUBUPYCHBIE NIPOrpaMMbl U OpanaMayep. Tem
cambIM Thbl 00€30IacuIllb ce0s1 OT 3aKauKH BUpPYyca Ha TBOE YCTPOICTBO;

3. [Ipu wucnonp3oBanuun Wi-Fi otkmoun ¢yHknuoo «OOImMUA JOCTYN K
¢daitnam u npuntepam". [laHHas (QyHKOUS 3aKpbiTa HO YMOJIYAHHUIO,
OJTHAaKO HEKOTOpbIE IOJIb30BATENU AKTHUBUPYIOT €€, M yaoOcTBa
UCIIOJIb30BaHUs B paboTe Win yueoe;

4. He wcnone3yii myOommuneid Wi- Fi Ui mepenadu JIMYHBIX JIaHHBIX,
HaIpUMep IS BBIX0/1a B COLIMAJIbHBIE CETH UM 3JIEKTPOHHYIO MOYTY,

5. Mcnons3yit Tonpko 3amuiieHHoe coeaunenue yepes HTTPS, a ue HTTP.
T.C. IpH Habope BeO-aapeca BBOIUM KMEHHO «Nttps://»;

6. B MmoOunpHOM Tenedone orkimoun ¢yakimio «llogkmouenne k Wi-Fi |
aBTOoMarnueckm». He pmomyckallh aBTOMAaTHYECKOTO — MOAKIIOYECHUS
ycrporicTBa Kk cetsim Wi-Fi 6e3 TBoero cornacusi.

Coyuanvnovle cemu

ConnasibHbIC CETH aKTUBHO BXOJSAT B HAIY KM3Hb, MHOTHE JIFOJH PabOTarOT
U JKMBYT TaM IIOCTOSIHHO, a B Facebook y:ke 3aperucTpupoBaH MUJLIHAP]L YETOBEK,
YTO SBJISICTCS OJHOM CeIbMOM BCEX KUTEJICH IIaHeThl. MHOIrHMe MoJjib30BaTeId HE
MOHMMAIOT, YTO MH(pOPMAIUsS, pa3MEIICHHAsS UMH B COIIMAJIbHBIX CETAX, MOXKET
ObITh HaliflcHa W WCIIOJIb30BaHA KEM YTOJHO, B TOM YHCIE HE 0053aTEeNbHO C
OJlaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI 110 0€30MACHOCTH B COIIMAIBHBIX CETSIX:

1.0rpannub Ciucok apy3eil. Y 1e0si B Ipy3bsiX HE TOJKHO ObITh CIIyYalHBIX
Y HE3HAKOMBIX JIIOJICH;

2. 3amuinaid CBOI YacTHYIO >KuM3Hb. He ykaspiBail maponu, TenedoHbI,
ajpeca, JaTy TBOEr0 pOXICHUS U JPYryl0 JUYHYIO HWHOOpMAaIuIO.
3710yMBILIEHHUKHA MOTYT MCHOJb30BaTh Jake WH(OPMAIMIO O TOM, Kak
Thl U TBOU POJIUTENH MIIAHUPYETE MPOBECTU KAHUKYJIBI;

1. 3amumai CBOIO pENyTalMio - JIEPKU €€ B UYUCTOTEe M 3ajgaBail cebe
BOMNPOC: XOTeNl Obl Thl, YTOOBI APYrH€ MOJb30BATENN BUIEIH, YTO ThI



3arpyxaenisb? Ilomymaii, mpexae yem 4yTo-To OnyOJMKOBaTh, HAIUCATh U
3arpy3uTh;

2. Ecnu roBopulllb ¢ JIOJIbMH, KOTOPBIX HE 3HAEllb, HE HCIOJB3YyiHl CBOE
peasibHOE UM, APYTYIO JUYHYK MH(OpPMALMU: UMsI, MECTO KUTEIbCTBA,
MECTO yueObl U IPOYEE;

3. N36erait pazmemenus ¢otorpaduii B MHTEpHETE, I1e ThI N300paKEH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIPEJEIUTh TBOE MECTOMOJIOKEHHE;

4. Ilpm peructpanuu B COLMAIBHOM CETH HEOOXOJMMO MCHOJb30BaTh
CJIO>KHBIE TTApOJIH, COCTOSIIME U3 OYKU U U(P U C KOJTUYECTBOM 3HAKOB
HE MeHee 8,

5. JInms commanpHOM ceTH, TMOYTHI M JAPYTUX CalTOB HEOOXOAUMO
UCIIOJIB30BaTh pa3Hble mapond. Torma ecinu TeOsS B3JIOMAKOT, TO
3JIOYMBIIIUICHHUKH MOJIY4YaT JTOCTYI TOJBKO K OJJHOMY MECTY, @ HE BO BCE

cpasy.
InekmpoHHBIE- 0eHb2U

BHGKTPOHHBIC JACHBI'M — OJTO OYCHDb y,[[06HBII>i CIIoco0 HH&TC)KGIZ, OJHAaKO
CyCCTBYIOT MOIICHHUKH, KOTOPBIC XOTAT IIOJIYYUTh 3TH ACHBI'H.

BHGKTpOHHBIC ACHBI'M ITOABHUIIMCH COBCCM HCIABHO M MMCHHO H3-3d4 3TOI'O
BO- MHOI'HX I'OCyAapCTBax A0 CHUX IIOP HC IIPOIIMCAHO IIPO HUX B 3dKOHAX.

B Poccuu ke oHM (QYHKIMOHUPYIOT U O HUX YK€ MPONUCAHO B 3aKOHE, I/e
UX Pa3leiAI0T Ha HECKOJIBKO BUJIOB - AHOHMMHBIE U HE aHOHHMMHbIE. Pa3zHuna B
TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelIacTcsl MPOBOIUTH oneparuu 06e3
UACHTU(GUKALMK ~ TOJb30BATENsA, a B  HEAHOHUMHBIX  HJCHTU(UKAIUU
II0JIb30BATENS SABJIAETCS 003aTEIBbHOM.

Taxxe craenyer paziauuaTh dSJEKTPOHHbIE (hUATHBIE JACHBIU (PaBHBI
rOCyAapCTBEHHBIM BaJll0OTaM) M S3JEKTPOHHbIE He(pUAaTHbIE JEHBIU (HE PaBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30IMacHON PadOTE C MEKTPOHHBIMH JICHbrAMU:
1.IlpuBsku K cueTy MOOWIbHBIM TenedoH. DTO caMblii yAOOHBIA U
OBICTPBII CIOCOO BOCCTaHOBUTH JOCTYM K cueTy. [IpuBs3aHHbIN TeraepoH
MOMOKET, eciii 3a0y/elib CBOW IUIATSKHBIN Maposihb WK 3aijienih Ha
CalT C HE3HAKOMOI'0 YCTPOMCTBA,
2.Mcnonp3yit onHOpazoBeie naposu. [locie nepexoa Ha yCUIIEHHYIO
aBTOpHU3AINIO TeOE ykKe He OYJIeT yIpOoKaTh OMACHOCTh KPaXu WU
nepexsaTa IIaTexXHOro napoJs;
3.BriOepu cnoxubiid napodb. [Ipectynnukam OyzaeTr He MPOCTO yraaarhb
CJIOXHBIN mapoib. HajexxHble mapojie — 3TO Maposid, KOTOPbIE COepKaT
HE MeHee 8 3HAKOB M BKJIIOYAIOT B C€0Sl CTPOYHBIE U MPONUCHBIE OYKBBHI,
mubpsl ¥ HECKOJBKO CHMBOJIOB, TaKM€ KakK 3HAK Jojuiapa, (yHTa,
BOCKJIMIIATENbHBIN 3HaK U T.1. Hampumep, StRONQ!;;



4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE JOBEPSEUIb.

3J1el<mponuaﬂ nouma

DNeKTpOHHAs MMOYTa — 3TO TEXHOJIOTHS U TIPEIOCTaBISIEMbIE €10 YCIYTH 10
MEPECHUIKE U MOTYUYEHHUIO SJIEKTPOHHBIX COOOIIEHUH, KOTOPhIE paclpeesioTCs B
KOMITbIOTEpHON ceTU. OOBIYHO DJIEKTPOHHBIM TMOYTOBBIA SAIIMK BBITJSIUT
cienyrouuM  0o0pa3oM: HMs_TOJb30BaTeNsi(@uUMs_joMeHa. Takxke Kpome
nepeaur MpocToro TEKCTa, MMEETCs BO3MOKHOCTD TIepeiaBaTh (haiJibl.

OcHoBHBIE COBETHI IO 0€30MacCHON paboTe C NEKTPOHHOU MOYTOM:

6. Hamo BbIOpaTh MpaBUILHBIN TOYTOBBIM cepBUC. B HHTEpHETE ecTh
OTPOMHBIN BBIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JTyUIIIe
JIOBEPSITh TEM, KOT'0 3HACUIb U KTO IIEPBBIM B PEUTHUHTE;

7. He yka3pIBaii B TUYHOU MOUTE JUUHYIO HHpopManuio. Hanpumep, sydiie

BBIOPATh «MY3bIKAIBHBIN (paHaT@ wim "pok2013" BMecTo «Tema 13y

8. Mcnonp3yl IBYXATAITHYO aBTOPU3aLHI0. DTO KOTrAAa HOMUMO MapOJIs
HY>KHO BBOJIUTH KOJI, IPUCHLIaeMbIi o SMS;

9. Bp1Oepu cioxHbII napoib. s Kaxkaqoro mnoyToBOro SIMKa J0HKEH
OBITh CBOM HaAEKHBIN, YCTOMYUBBIN K B3JIOMY 11apOJib;

10. Eciin €CcTh BO3MOKHOCTh HAMCAaTh CAMOMY CBOM JIMYHBINA BOMPOC,
VCIIOJIB3YH 3TY BO3MOXHOCTB;

11. Mcionb3yl HECKOJIBKO TIOYTOBBIX SIIMKOB. IlepBBI IsI 4acTHOM
NEPENUCKNA C aJpecaTaMy, KOTOPBIM Thl JOBEPSEIIb JTO 3JIEKTPOHHBIN
aZipec He HaJl0 UCIOJIb30BaTh MPU PETUCTPALIUU HA OpyMax M caiTax;

12. He oTkpbiBaii (haiiibl b 1pyrue BIOXKEHHS B TUChbMaX JIaXe €CJIM OHU
IPUILIM OT TBOUX Jpy3€el. Jlydllle yToOuHN y HUX, OTIIPABIISIIN JIM OHU
Tebe 3T (ailibl;

13. [Tocnie okoH4aHMs pabOTHI HA TOYTOBOM CEPBHCE MEPE]] 3aKPbITUEM
BKJIQJIKU C CAUTOM HE 3a0y/ib HaXKaTh Ha «BBIATIY.

Kubepoynnune unu eupmyaibHoe uz0eeamesibCmeo

KubepOymmmHar —  mpecieioBaHue  COOOIICHHSMHU,  COACPKAIIUMU
OCKOpOJIeHUsI,  arpeccuro,  3alyTHBaHHe,  XYyJUTAHCTBO; COIIMAITEHOE
OOWKOTHPOBAHUE C TIOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI CO 00pbOE ¢ KHOESPOYUTHHTOM:

1.He 6pocaiics B 60ii . JIyummii crioco0; mocoBETOBATLCA KaK ce0sl BECTH U, €CIH
HET TOrO K KOMY MOJXHO OOpaTUThLCS, TO BHAYaje YCHOKOWTHCA. Ecim ThI
HAYHEITh OTBEYATh OCKOPOJICHHBIMH Ha OCKOPOJICHHSI, TO TOJBKO eIie OOoJIbIe
pa3oiOKeIb KOHMIUKT;

2.YmpaBnsiii cBoel kubeppernyTaiuei;

3.AHOHHUMHOCTH B ceTd MHUMast. CyIIECTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 32
AHOHUMHBIM aKKayHTOM;



4. He crouT BecTM XYJIMTaHCKUA o00pa3 BUpPTyalbHOW XKu3HU. HWHTEpHET
(¢ukcupyeT Bce TBOM JCHCTBUS M COXpaHSIET UX. YTOJIUTh UX OyIeT KpaiiHe
3aTpyIHUTEIIBHO.

5. Cobmoaii CBOIO BUPTYaJIbHYIO YECTh CMOJIOLY.

6.Urnopupyit enuanuHbIi HeratuB. OQHOpa30Bble OCKOPOUTEIBHBIE COOOIEHUS,
Jydllle UTHOpUpoBaTh. OOBIUHO arpeccus NpeKpaliaeTcs Ha HayajabHOW CTaIuu;

7. ban arpeccopa. B mporpaMMax MI'HOBEHHBIMHM COOOIIEHHUSMH, B COLIMAIBHBIX
CeTSIX €CTh BO3MOXKHOCTH OJOKMPOBKU OTIIPaBKU COOOIIEHUI € ONpeaeneHHBIX
azpecoB;

8. Eciu 1Bl cBugerens kubepOyiumHra. TBOu AEWCTBUS, BBICTYNUTH HPOTHB
npeciieoBaTeNsl, MOKa3aTh €My, YTO €ro JCMCTBUS OLICHHBAIOTCA HETaTUBHO,
NOJAJIEPKAaTh KEPTBY, KOTOPOM HY)KHA IICUXOJOTMYECKas MOMOLIb, COOOLIUTH
B3pPOCJIBIM O (paKT€ arpeCCUBHOTO MTOBEACHUS B CETH.

Moounvnuiit meneghon

COBpeMeHHBIC CMapT(i)OHBI U IUIaHIOCTBI COACPIKAT B cebe BIIOJIHE
B3pOCHBIﬁ q)YHKI_II/IOHaJ'I, H TCIICPb OHHU MOT'YT KOHKYPHPOBATH CO CTAIMOHAPHBIMHA
KOMIIBIOTCPAMU. OIIHaKO, CPCACTB 3allINThI IJIA HOIIO6HI:IX YCTpOﬁCTB ITI0Ka O4YCHBb
MaJIo. TGCTPIpOBaHHC H IIOHCK YHBBHMOCTeﬁ B HHUX IIPOHUCXOIUT HC TakK
HMHTCHCHUBHO, KaK OJIA HK, TO JKE€ caMoe KacaeTcs 1 MOOMIBLHBIX HpPIJ'IO)KGHPIfI.

CoBpeMeHHbIE MOOWJIbHBIE Opay3ephl  yXe MPaKTUYECKd JOTHAIU
HACTOJIbHBIE AHAJIOTH, OJHAKO pacuIMpeHre (yHKUHMOHaNa BJIEYET 3a COOOM
OOJIBIIYIO CII0KHOCTh U MEHBIIYIO 3aIIUIIEHHOCTb.

Jlaneko He BCe MPOM3BOAUTENM BBITYCKAIOT OOHOBJIEHUS, 3aKPbIBAIOIIME
KPUTHUYECKHUE YSI3BUMOCTH JIJIsi CBOMX YCTPOWCTB,

OCHOBHBIE COBETHI JIJIs1 O€30MaCHOCTH MOOMIIBHOTO TesedoHa:
1.Huyero He sBISETCS TO-HACTOSIIEMY OeCIUIaTHBIM. byab OCTOpOXeH, Belb
Korjia Tede npeiaraoT OecrjaTHbIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO TUIATHBIE YCITYTH.
2. JIymail mpexjie 4eMm OTHpaBUTh cooOIieHue, Buaeo, Goto. Thl TOYHO 3HACHIb,
r7ie OHU OYyyT B KOHEUHOM UTOTE?
3. HeoO6xoammo OOHOBIIATH OMEPAITMOHHYIO CHCTEMY TBOETO cMapT(hOHa;
4.VIcions3yi aHTUBUPYCHBIC IPOTPAMMBI JIJII MOOMITBHBIX Tele(h)OHOB;
5. He 3arpyxaii mpuioxeHuss OT HEU3BECTHOTO HCTOYHWKA, BEIb OHU MOTYT
COJZIEpKaTh BPEIOHOCHOE MTPOTrPaMMHOE 00ECTICUeHHE;
6.IToce Toro xak THlI BBIMACIIb C caiiTa, TJIE BBOJAWJ JIMYHYIO HH(GOPMAIIHIO,

3aliJIi B HACTPOWKH Opay3epa u yaainu cookies;-

7. llepuognuecku mpoBeps KAKHUE IUUIATHBIE YCIYTM AKTUBUPOBAHbI HAa TBOEM
HOMEpE;

8. JlaBaili HOMEp TOJBKO TEM JIFOJSIM, KOTOPBIX Thl 3HACIIb U KOMY JI0BEPSIEIIb.

9. Bluetooth moimkeH ObITH BHIKITIOUEH, KOT/Ia ThI UM HE MOJIb3yenbes. He
3a0bIBail MHOTIa TIPOBEPSTH ITO.



Online uzpwt

CoBpeMEHHbIE  OHJIAWH-UTPBI - 3TO  KPAaCOYHbIC, 3aXBaThIBAIOLIUE
pa3BiieyeHUs, OOBEIUHSIONIME COTHS THICSY YEJIOBEK MO BceMy Mupy. Mrpoku
UCCIIEAYIOT JaHHBIA UM MHp, OOLIatoTCS APYr C APYIOM, BBIIOJHSIOT 3aJaHMs,
CPaXarOTCS ¢ MOHCTPAMH M TOJIYYAlOT OMBIT. 3@ YJIOBOJILCTBUE OHHU IUIATT:
MOKYTAIOT JTUCK, OTUIAYMBAIOT A00HEMEHT WJIM IPUOOPETAIOT KaKUe-TO OMIUH. |

Bce st cpencTBa uayT Ha NOAEPKAHUE U Pa3BUTHUE UIPHI, @ TAKXKE HA camy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbI aBTOPU3AIINH, BBITYCKAIOTCS HOBBIE
natyvd (uupoBble 3arUIaTKA JJIs  [POrpaMM), 3aKpBIBAIOTCA  YSI3BUMOCTU
CEPBEPOB.

B mono0HBIX WIpax CTOUT OMacaTtbCs HE CTOJBKO CBOWX COICPHHKOB,
CKOJIBKO Kpakh TBOETO TapoJisi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPH3AIUH
OOJIBIITMHCTBA UTP.

OCHOBHBIE COBETHI 110 OE€30MIaCHOCTH TBOETO UTPOBOT0 aKKAYHTa!
1.Ecnu npyroit Urpok BeeT ce0sl III0X0 WK CO3AaeT TeOe HENPUITHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;
2.IToxanyiica aqMUHUCTpATOPaM UTPHI Ha II0XO0E MOBEJACHUE 3TOTO UTPOKA,
JKEJATEIbHO MPUJIOKUTh KAKUE-TO JI0KA3aTENbCTBA » BUIE CKPUHOB;
3.He yka3sbiBail tnunyto uHbopmaliuio B mpodaiiie urpbl;
4.YBaxkail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBaii HeopuuanbHble aTYU U MOJIbI;

6. Mcronp3yii ClIoKHBIC 71 pa3HbIC MTAPOJI;

7. JJaxxe BO Bpemsi UTPbl HE CTOUT OTKJIIOYAaTh aHTUBHUpYC [loka Thl Urpaenib, TBOM
KOMITBIOTEP MOTYT 3apa3uTh.

QDuunz unu Kpaxca 1UUHbLX OAGHHBHIX

OOBIYHOI KpaXkell IEHer W TOKYMEHTOB CErOAHS YK€ HUKOTO HE YAUBHUIIb,
HO C DPa3BUTHUEM HHTEPHET-TEXHOJIOTMH 3JIOYMBIIUICHHUKH MEPEMECTUIIMCh B
UHTEPHET, U MPOJOJDKAIOT 3aHUMAThCSI «TFOOMMBIMY JIEJIOM.

Tak mosiBWIIaCH HOBas yrpo3a: WHTCPHET-MOIICHUYECTBA WM (DUIIIMHT.
rJIaBHAs 1EJdb KOTOPOTO COCTOMT B TOJYYCHHHM KOH(DHUICHIAIBHBIX JTaHHBIX
MOJIb30BATENICH - JIOTMHOB W maposied Ha anrmmiickom si3bike phishing uuraere
kak ¢urmHr (ot fishing — peiOHas osist, password — maposb).

OcHOBHBIE COBETHI TIO 00PHOE C (DUIITUHTOM:

1. Cnenu 3a cBOMM akkayHTOM . Eciii Tl mO103peBacIlb, YTO TBOS AaHKETA
ObLJIa B3JI0MaHa, TO HEOOXOAMMO 3a0JI0KUPOBATh €€ U COOOIIUTh
aIMUHUCTpATOpaM pecypca 00 TOM KaK MOKHO CKOpee,

2. Ucnonb3yit 6e3omacHbie BeO-CaThl, B TOM YHUCJIE, UUTEPHET-Mara3uHoB U
IIOMCKOBBIX CHCTEM.



3.Ucnonp3yit cioxHble M pa3Hble maponu. Takum oOpa3om, eciau TeOs
B3JIOMAOT, TO 3JOYMBIIUICHHUKH IOJYy4YaT JOCTYIl TOJIBKO K OJHOMY
TBOEMY IPO(UIIIO B CETH, @ HE KO BCEM;

4. Ecnu 1e0s B370MalM, TO HEOOXOAUMO NMPEAYNPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBIE 100aBJIEHbI y T€0S B JIPY3bsiX, O TOM, YTO T€OS B3JIOMaJIM U, BO3MOXKHO,
OT TBOETO UMEHHU OYJET pacchlIaThCsl CHAM U CCBUIKM Ha (PUILIMHTOBBIE CANTHI,
5.YcranoBu HagexHbl mapois (P1N) Ha MOOHITBHBIN TenedOH;

6.0TKMI0UN cOXpaHEeHue Napos B Opays3epe;

7.Ho oTkpsiBail Qaiifiel 1 Apyrue BIOKEHUS B MHUCbMAax Ja)Ke €CIIM OHH MPUIILTH
OT TBOMX JApy3el. JIyule yTouHu y HUX, OTIIPABIISUIM JIH OHU Te0e 3TU (hailiibl.

Lugposaa penymayus

[HudpoBasi pemyranus - 3TO HEraTUBHAs WM MO3UTHBHas WHGOpMAaIUs B
cetu o Tebe. Kommpomerupyromass uHpopManus pa3MenieHHass B HWHTEpPHETE
MOET Cephe3HBIM 00pa30M OTPa3UTHCS Ha TBOEH peanbHOU xu3Hu. " [ludposas
penyTarus" - ’T0 TBOM UMUK, KOTOPbIN (popmupyerca u3 uHpopManuu o Tede B
MHTEPHETAX.

1 TBoe MecTo KHUTEIbCTBA, TBOE (DUHAHCOBOE MOJOKEHUE, OCOOCHHOCTH
XapakTepa M paccKasbl 0 OJIM3KUX- BCE ITO HAKATUIMBACTCS B CETH.

MHorue mnoapOCTKU JIETKOMBICIEHHO OTHOCATCA K IyOJIMKAllMM JIUYHOMN
uHpopmanuu B HTEepHETE, HE IOHMMAas BO3MOXKHBIX MocieaAcTBUil. Thl gaxke He
CMOXeEITh 0TafaThbcsi 0 ToM, uTo doTorpadusi, pa3MelleHHas 5 JeT Ha3ajl, cTaia
NPUYUHON OTKAa3a MPUHATH T€OS Ha padoTy.

KommenTtapuu, pazmenienue TBoux gororpaduii u npyrue neiCTBUS MOTYT
HE MCYE3HYTh Ja)Ke IO0CJIE TOr0, KaKk Thl MX yAAJIWIIb. Tbl HE 3HAcUlb, KTO
COXpaHWJ 3Ty uUHPOpMalMIO, TMoMNaja JU OHAa B TIIOMCKOBbIE CHCTEMBI H
COXpaHWIach JU OHA, a IJIABHOE;, YTO MOAYMAIOT O TeOE OKpY’Kalollee JIOAH,
KOTOpbIE HAAYT U yBUAAT 3T0. HaiiTu mHGOpMAaIMI0O MHOTO JIET CIYCTS CMOXET
100011 - Kak U3 J00pbIX NOOYKIECHUI, TaK U C HAMEPEHUEM MPUYUHUTD Bpell. ITO
MOXET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI TI0 3aIUTE MIUPPOBOI PEIyTaINU;

1.ITonymaii, mpexae yeM 4To-To MyOJMKOBATh U NepeiaBaTh y ce0s B Oyore
WA B COLMAILHOM CETH;

2. B Hactpoiikax mpoduis yCTaHOBH, OIpaHWYEHUS Ha MPOCMOTP TBOETO
npoduIsl ¥ €ro COACPAKUMOTO, CliesIaid €ro TOIBKO IS APY3Eiiy.

3. He pa3memiaii 1 He yka3biBail HH(pOpMAIKIO, KOTOpas MOXKET KOTo-1100

OCKOPOJISTH UM OOMXKATh.

Aemopckoe npago



CoBpeMeHHBIE  TIKOJIPHUKH-  aKTHUBHBIE  TIOJIb30BATENd  MH(PPOBOTO
npoctpancTBa. OAHAKO J1ajJeko HE BCE 3HAIOT, YTO IOJIb30BAaHUE MHOTHUMU
BO3MOXHOCTSIMU ~ Iu(poBOro  Mupa  Tpedyer  cOONIOACHUS  TpaB  Ha
UHTEJUICKTYaJIbHYI0 COOCTBECHHOCTB ).

Tepmun "WHTEINIEKTyanbHasi COOCTBEHHOCTH' OTHOCHUTCS K Pa3IMYHBIM
TBOPEHUSM YEJIOBEYECKOID yMa, HaYWMHAs C LIEHHBIX M300paX€HWW M 3HAKOB,
0003HAYAIOIINX COOCTBEHHOCTh Ha MPOIYKTHI U YCIyTH, U 3aKaHYUBas KHUTaMH,
dboTorpadusiMu, KUHOQUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEIACHUSIMU.

ABTOpCKHE TIpaBa - 3TO IpaBa Ha HHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha
MIPOU3BEACHUS HAYKH, JTUTEPATypbl U UCKyCcCTBA. ABTOPCKHE IpaBa BBICTYNAIOT B
KaueCTBE TapaHTUU TOTO, YTO HMHTEIIEKTYaJIbHBIN/TBOPUECKHUM Tpyj aBTOpa HE
OyJIeT HampacHbIM, JacT €My CIpaBeUIMBbie BO3MOXHOCTH 3apaboTaTh Ha
pe3yibTaT  CBOETO TPyJAa, MOJYYUTh H3BECTHOCTh W TNpusHaHue. Hukro 6e3
paspelieHusi aBTOpa HE MOXET BOCHPOU3BOJHUTH €10  MPOU3BEACHHE,
pacupocTpaHsaTh, MyOJIMYHO JIEMOHCTPUPOBATH, MpPOAaBaTh, HMIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJUYHO MCIOJHSThH, MOKA3bIBATH/UCIIONHATL B dPUpe MiIn
pasmemats B MHTEpHETE.

Hcnonp30BaHne  «IMPATCKOTO» IMPOTPAMMHOIO  OOECIEUEHHUS]  MOXKET
IIPUBECTM K MHOIMM pHCKaM: OT IIOTEPU [JAaHHBIX K TBOMM akKayHTaM Jo
OJIOKUPOBKH TBOETO YCTPOMCTBA, IJI€ YCTAHOBJICHHBIM HE JierajlbHasl IPOrpaMMa.
He croutr Takxe 3a0blBaTh, YTO CYIIECTBYET JErajbHble MW O€cCIUIaTHbIE
IIPOTPaMMBbI, KOTOPBIE MOKHO HAWTH B CETH.

O nopmane

CereBu4oK. p( - TBOH IVIABHBIA COBETYHMK B CeTH. 3/1eCh Thl MOKellb
yY3HATh 0 0€30IMACHOCTH B CE€TH NOHATHBIM MU AOCTYIHBIM SfI3bIKOM, a IpPH
BO3HUKHOBEHMH KPUTHYECKOM CHUTyallu¥ OOPaTHUTBLCH 32 COBETOM. A TaKiKe
NPHUHSITH YYaCTHEe B KOHKYPCAX U CTaTh CaMbIM U(POBHIM rpaXKaaHUMHOM!



